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J29. Asure Security Service  
 
Asure Security Service is a suite of security protection services, comprising Asure Security – Managed Security Service and Asure 
Security – DDoS Mitigation Service (the “Services”). 
 
The Asure Security – Managed Security Service is a managed security service that combines advanced threat prevention 
technology, certified security professionals and 24/7 security operations centre (SOC) providing a suite of security services to help 
safeguard Customer network and systems. It includes the Distributed Denial of Service (DDoS) Mitigation and Unified Threat 
Management (UTM) attack protection. 
 
The Asure Security – DDoS Mitigation service provides a gateway against volumetric DDoS attacks to safeguard customer 
network. It will help the Customer to detect and clean attack traffic via DNS-based approach. It provides an on-demand DDoS 
protection by re-routing clean traffic to dedicated secured link connected to the Customer’s premises.  
 
To enjoy the Services, the Customer is required to subscribe WTT Fibre Business Broadband service.  Services are subject to the 
following applicable tariffs and terms and conditions.  
 
(i) Asure Security – Managed Security Service 
 

Service/ Activity Charges (HK$) Per Subscription 
Initial Setup $ 50,000 
Reconfiguration/ Change Request $ 10,000 per request 
Standard Monthly Rental (Maximum Broadband Network Throughout Support)  
- 100Mbps $ 10,000 / month 
- 200Mbps $ 20,000/ month 
- 500Mbps $ 50,000 / month 
- 1000Mbps  $ 100,000 / month 
- Broadband Network Throughput Support (Customized Bandwidth) $ 2,000 per Mbps / month 
A-La-Carte UTM Monthly Rental (Maximum Broadband Network Throughout 
Support) 

 

- 100Mbps $ 8,000 / month 
- 200Mbps $ 16,000 / month 
- 500Mbps $ 40,000 / month 
- 1000Mbps  $ 80,000 / month 
- Broadband Network Throughput Support (Customized Bandwidth) $ 1,600 per Mbps / month 
Application Control & URL Filtering $ 8,000 / month 
Anti-Virus $ 8,000 / month 
Anti-Botnet $ 8,000 / month 
Cloud Sandbox $ 8,000 / month 
CPE Router/ Switch (per Unit) $ 30,000 / month 
Monthly Report # $ 10,000 / month 
Login Account (per User) $ 1,000 / month 
Domain for DDoS Mitigation (per Domain) $ 3,000 / month 
Reconnection Charge $ 50,000 per request 
Relocation Charge $ 50,000 per request 

 
(ii) Asure Security – DDoS Mitigation Service 
 

Service/ Activity Charges (HK$) Per Subscription 
Initial Setup $ 50,000 
Reconfiguration/ Change Request $ 10,000 per request 
Monthly Rental  
- 10Mbps Clean-Pipe Link $ 10,000 / month 
- 50Mbps Clean-Pipe Link $ 50,000 / month 
- 100Mbps Clean-Pipe Link $ 100,000 / month 
- Clean-Pipe Link with Customized Bandwidth $ 1,000 per Mbps / month 
CPE Router/ Switch (per Unit) $30,000 / month 
Monthly Report # $ 10,000 / month 
Login Account (per User) $ 1,000 / month 
Domain for DDoS Mitigation (per Domain) $ 3,000 / month 
Reconnection Charge $ 50,000 per request 



  
 

Relocation Charge $ 50,000 per request 
 
Remarks 

# Monthly Report in web service portal will only provide data information up to the last 3 months.  
 
 
The provision of the Service is subject to WTT’s General Terms and Conditions of Service as revised and published from time to 
time. 
 
In addition to WTT’s General Terms and Conditions of Service, the following special conditions shall apply to the Service: 
 
1. The Customer shall indemnify and hold harmless WTT against any liability, claim, loss, damage or expense arising from the 

use of the Service by the Customer or the Customer’s authorized users. 
2. The Customer acknowledges that deployment of the Service does not achieve the impossible goal of risk elimination, and 

therefore WTT does not guarantee that intrusions, compromises, or other unauthorized activity will not occur on Customer’s 
network. 

3. For Asure Security – Managed Security Service, WTT shall grant to Customer a licence to use the Software on the Security 
Gateway Hardware during the term of the Service in accordance with the Contract. 

4. Provision of any updates and bug fixes for the Software will be at the sole discretion of WTT. 
5. Customer agrees that the Software may collect and communicate certain software, hardware, and use information to WTT or 

WTT’s service providers’ servers for the purpose of : 
• checking for and performing any updates; 
• ensuring that Customer has complied and is complying with the Contract, including Customer’s use of valid software 

key codes, hardware keys, or both; and 
• tracking and monitoring of security intrusion. 
The information collected and communicated does not include any proprietary application data. WTT will not provide any of 
the information to any third party except as required by law or legal process or to enforce compliance with the Contract. 

6. The Customer shall be responsible for any domain and/or DNS record updates required prior activation of the Services. 
7. The Service is subject to the Customer’s equipment(s) meeting the relevant specifications for interoperability with WTT’s 

Network.  Any equipment which the Customer intends to connect to WTT’s Network must be approved by WTT prior to any 
connection, and must be in compliance with the technical standards specified by WTT.  At the time of application for Service 
the Customer must provide all details regarding the equipment which it intends to connect to WTT’s Network.  WTT may 
reject the application if the required information is not provided or WTT opines that the said equipment does not comply with 
WTT’s technical standards.  WTT may at any time, without being liable to the Customer, disconnect the Customer’s 
equipment connected to WTT’s Network if: 
• The configurations or technical specifications of such equipment so connected differ from the details previously 

provided by the Customer; 
• There is malfunction of the equipment; or 
• The provision of the Service to the Customer is terminated or suspended for any reasons. 

8. The provision of the Service is subject to site feasibility and available resources of WTT including network coverage to the 
installation address. The Customer will provide the necessary assistance to facilitate such access including liaising with the 
respective Building Management Office or building owner, data centre operator or relevant authority, and Customer will be 
responsible for settling fibre cross connection charge or any surcharges that may be imposed (one-off and monthly recurring). 

9. The Service is only available to WTT Business Broadband service with at least 1 fixed IP address. 
10. Minimum subscription period for the Service is twenty-four (24) months unless otherwise specified in the Order Confirmation.  

The Customer shall on demand pay for the monthly charges for the remaining contract period in the event of termination 
before expiration of the minimum subscription period.  

11. The Service does not include connection with WiFi or Internet connectivity. Customer will be responsible for any additional 
WiFi or Internet connectivity charges incurred when accessing the Service’s web portal via notebook and/or mobile phone 
device(s). 

 


